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Partnering for Cybersecurity by Design

PREVENTING NEGATIVE PRODUCT OUTCOMES & COMPLIANCE ISSUES

#1 Cause of Product Delays, Defects, Cost Overruns,
Audit Failures, Product Failures

« Late identification of defects/coverage gaps due to lack of
visibility through the development process

* Poor requirement coordination and change management
between hardware/software

« Lack of ongoing risk assessment and change management

 Highly manual, after the fact traceability effort to satisfy
contract requirements and standards (ex: ARP4754, DO-
178C, DO-254, DO-326/356, ARP4761)

» No way to integrate desktop tools and Excel files
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Live Traceability™

RESOLVES NEGATIVE PRODUCT OUTCOMES & COMPLIANCE ISSUES

WHAT IT IS

Live requirements traceability is the ability for any engineer at any time to A:llif\ll):ls N B VALIDATION
see the most up to date and complete upstream and downstream ~

information for any requirement—no matter the stage of systems @

development or how many siloed tools and teams it spans. This enables REQUIREMENT \&——»/ oo mon

DEFINITION

the engineering process to be managed through data, and its

performance improved in real time. AN- s [DRA
4+—>
4\ Matiap i INTEGRATION &) Jenkins
WHY IT’S IMPORTANT DESIGN
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Live Traceability of system requirements is required by industry standards ~ Givtab

to ensure product safety and forms the foundation for digital engineering & HNERRE
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improvements, and dramatically reduces the risk of product delays, cost 2 D
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© Jira Software

\22.. LDRA
> software: ©J Azure DevOps

v

TEAMCENTER

¢ windchill' 11



Advantages to Using Jama Connect & LDRA Together

e A single system to manage assets, architecture, vulnerabilities, security threats, security
requirements and the verification tests.

e Relationships between cyber security items to security requirements and verification test
cases

e Built-in Version control capabilities at the atomic item level and overall Security Assurance
level

e Leverage Live Traceability to understand coverage, context, and impact

e Manage item lifecycle — Draft -> Review -> Approved

e Built-in and custom reports available for export need

A tware LDRA ;



The “D0-326/ED-202 Set”

The DO-326/ED-202 set of standards, jointly developed by RTCA (U.S.) and EUROCAE (Europe) since 2006 includes, at its
core, the following standards:

= DO-326A/ED-202A: “Airworthiness Security Process Specification,” with the original edition issued in 2010, and its
revision Ain 2014. This is the “header” standard, from which all the others evolve, and which defines the cyber-security
process for aircraft and systems development, including the actions to be taken for certification per-se.

= DO-356A/ED-203A: “Airworthiness Security Methods & Considerations,” with the original editions issued in 2014 and 2015
(respectively), and its revision A in 2018. This is a detailed, practical, guide for the implementation of DO-326A/ED-202A,
and could be as well considered its “part B."DO-355/ED-204: “Information Security Guidance for Continuing
Airworthiness,” issued in 2014. This is an “in-service” guide for airworthiness cybersecurity, versus the previous two
standards, aiming at the development stage, and as such is already in relatively wide use by developers as well as
operator
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What is Airworthiness Security

« RTCA DO-326A. “Airworthiness security is the protection of the airworthiness of an aircraft from intentional unauthorized
electronic interaction. Existing safety processes have not had to consider intentional disruption. Intentional unauthorized
electronic interaction (also known as “unauthorized interaction”) is defined as human-initiated actions with the potential to
affect the aircraft due to unauthorized access, use, disclosure, denial, disruption, modification, or destruction of electronic
information or electronic aircraft system interfaces. This definition includes the effects of malware on infected devices and
the logical effects of external systems on aircraft systems, but does not include physical attacks or electromagnetic

Jamming.”

 DO-326A: “The purpose of the Airworthiness Security Process (AWSP) is to establish that, when subjected to
unauthorized interaction, the aircraft will remain in a condition for safe operation (using the regulatory airworthiness
criteria)”
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Applying the Airworthiness Security Assurance Process
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Airworthiness Security Process (AWSP)

Airworthiness security is the protection of the airworthiness of an aircraft from intentional
unauthorized electronic interaction

* Strongest security
assurance

Basic Process
1. ldentify System Assets & Perimeters

2. ldentify Threats for each Asset

* Advanced security assurance:
differs from SAL3 mainly on
security development assurance

¢ Minimum security assurance:

3. ldentify Risks for each threat SAL 1: for adtonprotectionor
4. Create Controls/Mitigations for each risk v'"°P"|’i§ft‘e"éet§';§;§=e I
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DO-326A Cybersecurity

T |

Validation

¢ Aircraft Requirement
> &¥ Architecture

£4 Function

System Requlrement

\i—i | Failure Analysis

| .+ Security Architecture Element |\

B\ Security Measure

— Vulnerability |————— —
| i Threat Assessment l

=) ] Airworthiness Security Analysis
T Cybersecurity Risk Assessment Process
- [5] Assets
Wired Devices
Wireless Devices
Data Entry Devices
Mechanical Devices
T What is an Asset
W Cyber Vulnerabilities
¢ Security Architecture (Scope)
5% Threat Assessments
[+ | y Security Measures
«” Security Verification Test Cases

LDRA

\ Jama
> software’

PSecAC: Plan
for Security
Aspects of
Certification

Identification of

fd DO-326A

4
-
Verification |- - + W Defect

— B High Level Requirement [—* Low Level Requirement —/’/v ) Al

/ \—'I « Security Verification

* Strongest security
assurance

» Advanced security assurance:
differs from SAL3 mainly on
ecurity development assurance

¢ Minimum security assurance:
for additional protection or
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DO-326A Airworthiness Security Process - 7 Steps

2.0 Step 1:

2.0 Step 2:
2.0 Step 3:
2.0 Step 4:
2.0 Step 5:

2.0 Step 6:

2.0 Step 7:

Jama
softvvare

Plan for Security Aspects of Certification

Security Scope Definition
Security Risk Assessment
Decision Gate

Security Development

Security Effectiveness Assurance

Communication of Evidence

LDRA

Aircraft Level Planning / System Level Planning

Threat Assessment Process

Threat Assessment Process

Threat Assessment Process

Definition of Security Measures & Requirements
Verification and Validation of Security Measures and
Requirements

PSecAC Summary Reporting
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Step 1 - Develop Plan for Security Aspects

Certification document (PSecAC)

« Use Plan item type in Jama Connect to author
or import PSecAC document.

« Alternatively, use Plan item type to reference
released documents in a document
management system using Document Control
ID or URL.

A tware LDRA

Plan for Security Aspects of Certification (PSecAC)

Introduction

tt
of software being developed.

1.2 Scope
This doct men ||g d the (
the softwar H

thnwvnA uxan
(FHA)

= [T] Cybersecurity
T PSecAC Document
[+ D Assets
[+] *Vulnerabilities
+ .2 Threat Conditions & Assessments

+ £ Security Measures
(+ Security Requirements

s Soau |yM oihods and Gon

[+ : Aircraft Security Verification (ASV)

+ [ Security Architecture
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Step 2 - Identify Security Scope, Perimeter, and Assets

L.

-1 A|rcraft Airworthiness Security Analysis
e Security scope and security perimeter will inform the + [ Assets

creation of Asset items in Jama. + §.p Security Architecture (Scope)

: : _ .. + *Cyber Vulnerabilities
e |tis often helpful to create diagrams using Jama'’s diagram 8™ Threat Conditions and Assessments

editor for helpful reference of the scope and perimeter in Ay jsecur.ty Measures
relation to the assets. + « Security Verification Test Cases
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Step 3 - Identify Threats for Each Asset

« | Leammore * | (i} Dashboard: Airbome Ground Surve... * || [T] Cybersecurity * | 2 AGS-TA-2:ffaircrafts... * | 2 Threat Conditions & As...

AGS-TA-2 View all locked items (0) Subscribe v Email

If aircraft systems can not rely on attitude and heading values, th... Vi3~ VA8 " Traceview E-Expotv @ @
2 Threat Assessment + Modified 05/03/2023 05:58:50 pm

¥ Impact analysis < © Additem v B Add related v @ Relate to existing 1 Reuse © Send for review
PROJECT ID:
AGS-TA-2

GLOBAL ID:
GID-50656

 For each Asset, create one or more Threat S——
If aircraft systems can not rely on attitude and heading values, the aircraft is declared in Degraded Mode, and will need to exit from duty and return to hangar for
maintenance

Assessment items. S—

If aircraft systems can not rely on attitude and heading values, the aircraft is declared in Degraded Mode, and will need to exit from duty and return to hangar for
maintenance

x~ 050+ @ o8 °

gvalu Airline Malware will find

« Create trace relationships between the Asset ne | g, TR
items and Threat Assessment items.

-1 [T] Cybersecurity
T PSecAC Document

Laptop is oregs
Aircraft in flight connected to + *Vulnerabllltles
ages elevated risk aircraft and o %
-1 [ Assets

f crashing infected NDB files
) uploaded

[#/ /= the Aircraft is available for duty
; Field loadable software

£ THREAT SOURCE: - Configuration files

« For each threat record the analyzed threat
Cond ition S . Airline maintenance computers are infected with Malware I B ;intnwz:re N s n o

THREAT AGENT:
Malicious actor Digital certificartes

ATTACK VECTOR: — | Download Software PN prior installation

o F O r e a C h th re at a S S e S S m e n t y re CO rd th e th re at Malware placed on USB device manipulates NDB files : Download Software HW prior installation

[=] .2 Threat Conditions & Assessments

EFFECTS: —
[# = If aircraft systems can not rely on attitude and heading valu

S Ce n a rl OS - _ . HE If wrong attitude and heading values (erroneous signals) an

- | Loss of acclimatized environment for crew and passengers

A tware LDRA 5




Step 4 - Identify Risks for Each Threat

For each threat assessment record the severity of threat condition and the level of the
threat. Jama Connect will automatically generate the Acceptability (Unacceptable or
Acceptable).

Threat Conditions & Assessments %8 Trace view | | B Expo

2 Set + View details

= m & Y Ev R~ 2 3items

870 b reomser e e sy

2 AGS-TA-2 If aircraft systems can not rely on attitude and headin...  If aircraft systems can not rely on attitude an... Malicious actor  Airline mainte... Malware place... Files onthe N... Preventative Moderate Major

£ AGS-TA-3 If wrong attitude and heading values (erroneous signa... Malicious Actor  Airline mainte... Malware place... Files onthe N... Preventative Very High Hazardous

&

Aae LDRA
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Step 5 - Create Controls/Mitigations for Each Risk

) STREAM PROJECTS REVIEWS ADMIN LDRA Technology Cary Bryczek | Reports » | Help | Log Ot
Airborne Ground Surveillanc... Project ~ £ Advanced search
Project v | Change project K * (7, Dashboard: Airbome Ground Surve... [F] Cybersecurity 5 AGS-TA-2:lf aircraft s... £ Threat Conditions & As... ®." Trace: If aircraft systems ... ®_" Trace: Threat Conditions '*
[-7) Explorer | 5/ || [ E
© Add v 2 © Threat Conditions & Assessments v Save B> Export
B |E\Airborne Ground Surveillance System
Software System Requirements < 0Oitems selected

# El Software High Level Requirements

[+ I Software Low Level Requirements SOURCE ITEMS Y Filter items # Set columns | 1LEVEL DOWN Y Filter items # Set columns

= [E] High Level Tests

. =l
B Threat Assessment (3) Security Measure (1)

: Low Level Tests
®= * Defects
[1] Cybersecurity

create a trace relationships to i=ecomm S s

& W Vulnerabilities 2 If aircraft syst...  If aircraft syst... Secure the Inertial V...
+ []) Assets
H : ~I .2 Threat Conditions & Assessments &  AGS-TA3 If wrong atitu.... - £]  AGS-MEAS-2 Secure the Inertial V... | SAL 2
a S e C u rl ty M e a S u re I te m - [/ |= | If aircraft systems can not rely on attitude and heading ve N
=1L, Downstream Security Measures & AGS-TA-1 Loss of acclim... -

= £ Secure the Inertial Voter
", Downstream System Requirements

Create a new security measure " mirnooss

+|= | If wrong attitude and heading values (erroneous signals)

= Loss of acclimati i for crew and

H ® :3 Security Measures

I n e Ce S S a ry- + Security Requirements
+ |- | Alircraft Security Verification (ASV)
[# [ Security Architecture

« Perform Security Measure characterization documenting a control/mitigation
by relating it to a System Requirement. Create a new requirement(s) at the
System Requirement level as necessary.
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Step 6 - Communication of Evidence

« Use the filters in Jama to identify Threat Assessments whose Acceptability is
Unacceptable. For these Assessments, create a trace report (live trace in the Ul or
traceability export) to analyze and report on risk assessment activities.

« Update the PSecAC document as necessary with compliance demonstration

evidence.

A tware LDRA ”
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Risk Assessment Objectives

DO-326A

Airworthiness Security Process
Specification

DO-356A

Airworthiness

Airworthiness Security Methods
and Considerations

Security Threat

Process

Security Aircraft
Effectiveness Modifications

011 The security scope is established and validated. Security
Assessment and
Review Center
01.2 The Threat Condition Identification and Security
Evaluation is complete and validated. Assessment and
Review Center
01.3 The Preliminary Aircraft/System Security Risk Risk Assessment
Assessments and Aircraft/System Security Risk Process
Assessments are performed and consistent with
related aircraft/system safety assessments.
014 Preliminary Aircraft/System Security Risk PSecAC
Assessment results have been processed to Summary
define aircraft/system security architecture and Reporti
identify the need for security measures. eporting
015 Aircraft/System Security Risk Assessment is Security
consistent and complete with respect to security Assessments
scope, security guidance, security requirements, . ’
security verification, security refutation and Review Center, &
vulnerability identification. Coverage
Analysis
Jama

software’ WM

Regulatory Risk
Considerations Assessment
Security Security
Assurance Architecture
. Appendix
Event Logging Methods
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A

Vulnerability Identification Objectives

DO-326A

Airworthiness Security Process
Specification

DO-356A

Airworthiness

Airworthiness Security Methods
and Considerations

Security Threat

Process

Security Aircraft
Effectiveness Modifications

021 Vulnerabilities in security measures and assets Vulnerability and
(including COTS) are identified and evaluated for | Threat Assessment
their potential impact on safety. Process

02.2 Vulnerabilities are treated according to their Vulnerability and
evaluation. Threat Assessment

Process
Jama

software:

LDRA

Regulatory Risk
Considerations Assessment
Security Security
Assurance Architecture
. Appendix
Event Logging Methods
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Security Refutation Objectives

Airworthiness Security Process Airworthiness Security Methods

03.1 Refutation analyses are performed to identi e . . :
new vulner abilit)i/ es. P fy Specification and Considerations
Alrworthl_ness Regulatory Risk
Security Threat - X
Process Considerations Assessment
03.2 Refutation tests are performed to evaluate the TBrun with
exposure oftvulréetrablrl]ltlltlas in tTre] seclurlty Wil TBextreme tests Security Aircraft Security Security
environment and fo chaflenge the vuinerabliity Effectiveness | Modifications Assurance Architecture
evaluation.
03.3 Refutation test plans are available. Refutation TBmanager and Event Loqai Appendix
test results cover refutation test plans and TBreports vent Logging Methods
performed tests. Refutation test results are

analyzed and discrepancies are justified and
traced.

A tware LDRA A



Refutation

“Refutation acts as an independent set of assurance activities beyond analysis and
requirements. As an alternative to exhaustive testing, refutation can be used to provide
evidence that an unwanted behavior has been precluded to an acceptable level of
confidence.

NOTE: Refutation is also known as Security Evaluation in some contexts.”

A tware LDRA 2



Security Deployment Objectives

04.1 Security guidance is correct, complete and
validated against technical and operational
security measures and requirements.

Traceability
Analysis &
Reports

DO-326A

Airworthiness Security Process
Specification

DO-356A

Airworthiness Security Methods
and Considerations

Airworthiness

A tware LDRA

Security Threat
Process
Security Aircraft

Effectiveness Modifications

Regulatory Risk
Considerations Assessment

Security Security
Assurance Architecture
Appendix

Event Logging Methods




Security Implementation Objectives

_ DO-326A DO-356A

08.1 Source code and/or hardware description TBmanager

i . . . Airworthiness Security Process Airworthiness Security Methods
complies with security requirements. Specificatiory and Considerati):)ns
Alrworthl_ness Regulatory Risk
— Security Threat - .
08.2 Source code and/or hardware description TBvision, Process Considerations | Assessment
conforms to security coding standards. TBsecure, and
TBreports Sec_:urity A_ir.craft Security Sepurity
Effectiveness Modifications Assurance Architecture
08.3 Source code and/or hardware description TBmanager
complies with item security architecture. . Appendix
Event Logging Methods

A tware LDRA ”



Source Code Complies with Security Requirements

= Cybersecurity
T PSecAC Document
¥ [ Assets
=) * Vulnerabilities
Th reats > ; Signals from IRS1, IRS2 or AHRS may be distorted or corrupted (hacked)
£ Threat Assessments

: If aircraft systems can not rely on attitude and heading values, the aircraft is declared in Degraded Mode, and will need to exit
= If wrong attitude and heading values (erroneous signals) are propagated to the Normal Mode, aircraft will crash

Loss of acclimatized environment for crew and passengers

S ecu r| ty =& Security Measures

= Secure the Inertial Voter
M eaS u reS ; i, Downstream System Requirements
= Inertial Voter Anomaly Detection
= ", Downstream High Level Requirements
-] [ Intertial Voter signal-comparison

= %, Downstream Low Level Requirements — X
| Inertial Voter checkArgs
| Inertial Voter signalComparison
. . < > - Select None v (8)Requirements 4 < > - Select None v (8)Procedures
S e CU I’I ty B | Inertial Voter calculateAverages ; ‘ :
) —_— =) U Inertial Voter Store Signals COd e 14 AGS-LLR-175, Inertial Voter - checkArgs & bool checkArgs(int argc);
Req U I rementS - ., Downstream Low Level Requirements 74 AGS-LLR-176, Inertial Voter - signalComparison ¢ bool readValuesFromFile(string filename);
| Inertial Voter - showResult — — » 1§ AGS-LLR-177, Inertial Voter - calculateAverages ¥ int signalComparison(string diffSignalsString);
| Inertial Voter - calculatePatternDeviation 15 AGS-LLR-178, Inertial Voter - showResult ¢ void calculateAverages();
| Inertial Voter - validSignals 13 AGS-LLR-179, Inertial Voter - calculatePatternDeviation ¢ void calculatePatternDeviation();
| Inertial Voter - setSignalsinitials z_f AGS-LLR-180, Inertial Voter - validSignals _ < void setSignaIsInitia_IsO; _
- g 5 Inertial Voter Read files i_: AGS-LLR-181, Inert!al Voter - read.VaIuesF.rclamFlle $ VOfd sho.vaesuIt(strl?g resul.t, float e.stlrrTatedVaIue);
- . Downstream Low Level Requirements /5l AGS-LLR-182, Inertial Voter - setSignalslnitials ¢ void validSignals(string deviationString);
|Inertial Voter - readValuesFromFile -
\ 2. LDRA
@ software’ 25



Source Code Complies with Security Requirements

ﬁd LDRA TBmanager 10.1.0 © 2022 LDRA Ltd - DO326_356_demo.tbp

Project Source Configure View Website Links Reports Impact Analysis

E B B B & ;@@ |k 8 G @
Project Tree . ]

Project Baseline Analysis

Project Tree

(0) Four-Level Requirements to Procedures [3 (1) Source to Test (Mapped to Verification Task)

L 4

i Objectives

Select None v (1) Requirements 1 Select None v (1) Requirements 2 Select None v (3)Requirements 3

] v @ Requirements (0/13 Verified)
v [H AGS-MEAS-2, The Inertial Voter
o v & AGS-SS-2, Inertial Voter
v [3 AGS-HLR-138, Inertial Voter Signal Comparison
L 14 AGS-LLR-175, Inertial Voter - checkArgs
g 14 AGS-LLR-176, Inertial Voter - signalCompa...
- 14 AGS-LLR-177, Inertial Voter - calculateAve...
= v [3 AGS-HLR-139, Inertial Voter Store Signals
& 14 AGS-LLR-178, Inertial Voter - showResult
14 AGS-LLR-179, Inertial Voter - calculatePatt...
& 14 AGS-LLR-180, Inertial Voter - validSignals
% 14 AGS-LLR-182, Inertial Voter - setSignalsinit...
. v [3 AGS-HLR-140, Inertial Voter Read files
= 14 AGS-LLR-181, Inertial Voter - readValuesFr...
ks | > L3 SecurityMeasures

> [ SecurityRequirements
>[4 HighLevelRequirements
) | > E3 LowlevelRequirements
> [ TestCases

; v (i Source Code

1« values_utils.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Exa...

< > - Select None v (8)Requirements 4

< > - Select None v (8)Procedures

& AGS-SS-2, Inertial Voter & AGS-HLR-138, Inertial Voter Signal Comparison
3 AGS-HLR-139, Inertial Voter Store Signals

& AGS-HLR-140, Inertial Voter Read files

& AGS-MEAS-2, The Inertial Voter

|« files.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Examples\T...

14 AGS-LLR-175, Inertial Voter - checkArgs

4 AGS-LLR-176, Inertial Voter - signalComparison

15 AGS-LLR-177, Inertial Voter - calculateAverages

4 AGS-LLR-178, Inertial Voter - showResult

4 AGS-LLR-179, Inertial Voter - calculatePatternDeviation
4 AGS-LLR-180, Inertial Voter - validSignals

4 AGS-LLR-181, Inertial Voter - readValuesFromFile

14 AGS-LLR-182, Inertial Voter - setSignalsinitials

© bool checkArgs(int argc);

¢ bool readValuesFromFile(string filename);

¢ int signalComparison(string diffSignalsString);
¢ void calculateAverages();

© void calculatePatternDeviation();

¢ void setSignalsinitials();

© void showResult(string result, float estimatedValue);

& void validSignals(string deviationString);

Il
Il
Il

4 signal-comparison.cpp, C\LDRA_Workarea_C_CPP_10.1...

Il

Il
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Source Code Complies with Security Requirements

L1 LDRA TBmanager 10.1.0 © 2022 LDRA Ltd - DO326_356_demo.tbp

Project Source Configure View Website Links Reports Impact Analysis

E B o @ =& & B ®| & 3 & &

Project Tree -]
’ Project Tree
& 0 Objectives
G :
& AGS-MEAS-2, The Inertial Voter
& , Inertial Voter
v 3 AGS-HLR-138, Inertial Voter Signal Comparison
) 74 AGS-LLR-175, Inertial Voter - checkArgs
o 73 AGS-LLR-176, Inertial Voter - signalCompa...
- 74 AGS-LLR-177, Inertial Voter - calculateAve...
= v & AGS-HLR-139, Inertial Voter Store Signals
& 15 AGS-LLR-178, Inertial Voter - showResult
15 AGS-LLR-179, Inertial Voter - calculatePatt...
15 AGS-LLR-180, Inertial Voter - validSignals
Tfj 13 AGS-LLR-182, Inertial Voter - setSignalsinit...
. v |3 AGS-HLR-140, Inertial Voter Read files
- 73 AGS-LLR-181, Inertial Voter - readValuesFr...
s | > L3 SecurityMeasures
> [ SecurityRequirements
>[4 HighLevelRequirements
) || > [ LowLevelRequirements
- > [ TestCases
v (T4 Source Code
i files.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Examples\T...
i signal-comparison.cpp, C\LDRA_Workarea_C_CPP_10.1...
. i values_utils.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Exa...

C/C++ v =

=2 & O

Relationships

(0) Four-Level Requirements to Procedures D

Project Baseline Analysis Tools Import Help

e & ¢ | %5 ®X £ 0| |»

(1) Source to Test (Mapped to Verification Task) [+]

< > - Select None v (1)Requirements 1 < > - Select None v (1)Requirements 2

< > - Select None v (3)Requirements3

& AGS-MEAS-2, The Inertial Voter

& AGS-SS-2, Inertial Voter

& AGS-HLR-138, Inertial Voter Signal Comparison
3 AGS-HLR-139, Inertial Voter Store Signals
3 AGS-HLR-140, Inertial Voter Read files

Il

Il

Il

M‘, Map Source @ Relationships

LDRA
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> software’
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Source Code Complies with Security Requirements

Lj LDRA TBmanager 10.1.0 © 2022 LDRA Ltd - DO326_356_demo.tbp = O X
Project Source Configure View Website Links Reports Impact Analys
E B @ 8@ & &)@ | & 838 & @ B
} Project Tree 5 X & X
Project Tree
& "'..' Objectives < > - Select None * (3)Requirements 3 < > - Select None * (8)Requirements 4 < > - Select None  (8)Procedures
o :
i i & AGS-HLR-138, Inertial Voter Signal Comparison 74 AGS-LLR-175, Inertial Voter - checkArgs ¢ bool checkArgs(int argc);
& AGS-MEAS-2, The Inertial Voter ) ) s ; ; ; ; L
- 3 AGS-HLR-139, Inertial Voter Store Signals I3l AGS-LLR-176, Inertial Voter - signalComparison ¢ bool readValuesFromFile(string filename);
ey © 8 AGS.HLR-138, Inerial Voter Signal Comparison 3 AGS-HLR-140, Inertial Voter Read files 14 AGS-LLR-177, Inertial Voter - calculateAverages ¥ int signalComparison(string diffSignalsString);
3. ] s ' i 73 AGS-LLR-178, Inertial Voter - showResult ¢ void calculateAverages();
13 AGS-LLR-175, Inertial Voter - checkArgs -~ X L . .
. e i 3 15 AGS-LLR-179, Inertial Voter - calculatePatternDeviation ¥ void calculatePatternDeviation();
o9 I3l AGS-LLR-176, Inertial Voter - signalCompa... = ) e . . -
e ) /3 AGS-LLR-180, Inertial Voter - validSignals & void setSignalsinitials();
. 15 AGS-LLR-177, Inertial Voter - calculateAve... o . X . . A
Lt ) X I3 AGS-LLR-181, Inertial Voter - readValuesFromFile & void showResult(string result, float estimatedValue);
v |3 AGS-HLR-139, Inertial Voter Store Signals 5 E = . ) ; . ; . . - )
. o . /3 AGS-LLR-182, Inertial Voter - setSignalsinitials © void validSignals(string deviationString);
&) /3 AGS-LLR-178, Inertial Voter - showResult
14 AGS-LLR-179, Inertial Voter - calculatePatt...
: 73 AGS-LLR-180, Inertial Voter - validSignals
L) T4 AGS-LLR-182, Inertial Voter - setSignalsinit..
. v & AGS-HLR-140, Inertial Voter Read files
- 15 AGS-LLR-181, Inertial Voter - readValuesFr... |
ki | > L3 SecurityMeasures |
> [ SecurityRequirements
> [ HighLevelRequirements |
V'J > [ LowLevelRequirements
> [ TestCases
&)
v (4 Source Code
i files.cpp, CA\LDRA_Workarea_C_CPP_10.1.0\Examples\T...
14 signal-comparison.cpp, C:\LDRA_Workarea_C_CPP_10.1... = = =
. i values_utils.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Exa... [

A e LDRA .



Source Code Conforms to Security Coding Standards

B . :
B MISRA-C++:2008 LDRA tool suite Security Report
E CERT-C++:2016 File: C:\LDRA_Workarea_C_CPP_10.1.0\Examples\Toolsuite\DO326_356_demo\Source\signal-comparison.cpp
B Ccwe
Date of Analysis Report Produced on LDRA Version
Wed May 32023 13:27:26 Wed May 32023 13:28:42 10.1.0
Security Summary Security Distribution

Low

CERT-C++:2016

MISRA-C++:2008

{——

o

20 40 60 80 100
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Source Code Conforms to Security Coding Standards
LDRA

v B Security Report A . .
B MISRA-C++:2008 E LDRA tool suite CERT-C++:2016 Compliance Report

CERT-C++:2016 File: C:\LDRA_Workarea_C_CPP_10.1.0\Examples\Toolsuite\DO326_356_demo\Source\signal-comparison.cpp

B cwe

29 Rule 132
69% 72 OC“ech‘“g 388 0 Checking
43 Recommendation 256 Recommendation

CERT-C++:2016 Compliance Guideline Violations Total Violations

) ey 0O Informationa O Informationa
164 / 236 Guidelines

Date of Analysis Report Produced on LDRA Version Reporting Scope
Wed May 3 2023 13:27:26 Wed May 3 2023 13:28:42 10.1.0 Source File and Associated Header
CERT-C++:2016 Guidelines +/-
Show \AH_V\ entries Search: ‘
Guideline Compliance Level Violations Description

ARR30-C Not Compliant Rule 4 Do not form or use out-of-bounds pointers or array subscripts

ARR37-C Compliant Rule 0 Do not add or subtract an integer to a pointer to a non-array object

ARR38-C Compliant Rule 0 Guarantee that library functions do not form invalid pointers

ARR39-C Compliant Rule 0 Do not add or subtract a scaled integer to a pointer

CON37-C Not Compliant Rule 3 Do not call signal() in a multithreaded program

A tware LDRA 0



Source Code Complies with Security Architecture

Security
Architecture

Security B

Requirements

= [ Security Architecture

- |£| FCS Voter
= L, Downstream System Requirements
= Inertial Voter Anomaly Detection
= I, Downstream High Level Requirements
= E] Intertial Voter signal-comparison
= I, Downstream Low Level Requirements
| Inertial Voter checkArgs
| Inertial Voter signalComparison
| Inertial Voter calculateAverages
=l [ Inertial Voter Store Signals
-1 ., Downstream Low Level Requirements
| Inertial Voter - showResult
| Inertial Voter - calculatePatternDeviation
| Inertial Voter - validSignals
| Inertial Voter - setSignalsinitials
=l [ Inertial Voter Read files
_ -1 ., Downstream Low Level Requirements
| Inertial Voter - readVvaluesFromFile

A e LDRA

Code

X

< > - Select None v (8)Requirements 4 < > - Select None v (8)Procedures
74 AGS-LLR-175, Inertial Voter - checkArgs ¢ bool checkArgs(int argc);
74 AGS-LLR-176, Inertial Voter - signalComparison ¢ bool readValuesFromFile(string filename);
14 AGS-LLR-177, Inertial Voter - calculateAverages ¢ int signalComparison(string diffSignalsString);
74 AGS-LLR-178, Inertial Voter - showResult ¢ void calculateAverages();
73 AGS-LLR-179, Inertial Voter - calculatePatternDeviation © void calculatePatternDeviation();
74 AGS-LLR-180, Inertial Voter - validSignals © void setSignalsinitials();
75 AGS-LLR-181, Inertial Voter - readValuesFromFile & void showResult(string result, float estimatedValue);
74 AGS-LLR-182, Inertial Voter - setSignalsinitials & void validSignals(string deviationString);
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Security Verification Objectives

_ DO-326A DO-356A

09.1 Security functional and robustness verification TBrun - - - - - -
elements are developed, validated and Alrworthu;ess _f.emtx_rlty Process AII’WOI’th:‘I((-’::SS S%curltt_y Methods
performed. pecification and Considerations
Alrworthl_ness Regulatory Risk
- - — Security Threat - .
09.2 Security functional and robustness verification TBreports, Process Considerations Assessment
results are complete and correct, and TBsecure,
discrepancies are justified and traced. TBjustify Sec_:urity A-ir.craft Security Sepurity
Effectiveness Modifications Assurance Architecture
09.3 Test coverage of software and/or hardware TBmanager
implementation is achieved. . Appendix
Event Logging Methods

A tware LDRA 5



Security functional and robustness verification

elements are developed, validated and performed

Source Code

By e+

Qo5 06 ¢ B ™ @ e A A m & & B B B B B @

Sequence FuzzTest_NullPointer (C++) : Files 1 : Test Cases 26

Log View & X File View & X
riie £ Ui \LURA_WUIKAT€a_U_UFF_LU. L.U\EXGITIPIES| | UUISUILE \UUSZ£0_330_UEITIU\SUUI Ce \SIgTIdi-COITpal ISUl.cpp
* Procedure : signalComparison © FuzzTest_NullPointer
=4 :
s Sequence File Explorer v
Input for diffSignalsString = Idra_qq_lv_24 A ‘o e
Input for ahrs = &ldra_qq_Iv_25 v @l signal-comparison.cpp - CALDRA_Workarea_C_CPP_10.1.0\Examples\Toolsuite\DO326_356_demo\Source\

Input for irs1 = &ldra_gq_lv_26 > [ Global Variables
) | Input for irs2 = &ldra_qq_lv_27 e

Input for valuesUtils = & dra_qq_Iv_28 (£ Using Statements
(= Global Macros

>
>
Call signalComparison 2
> & Header Files
>
>

Test Case Logs ——— &

0 Calls View & X

No exception raised
L g Output for %% =1

¥ main
¥ setSignalslnitials

& Procedure Ca Number of Calls Call Type () Paramete '3 Return Tyg {} Namespa: ¢ Class

FAIL: expecting 0 - new 3 System
o ™ pow 1 System
TBrun has executed 26 Test Cases % readValues... 1 Internal  (string) bool
S ————— < setsignait. 1 intemal 0 void «—— Source Code Calls
% showResult 1 Internal  (string,float) void
Harness output file found
Output file name : C:\LDRA_Workarea_C_CPP_10.1.0\tbwrkfls\FuzzTest_NullPointer_signal-comparison_1_seqwrkfls\FuzzTest_NullPointer.hop % signalCom... 1 Internal  (string) int
 sqrt 1 System
Processing harness output w stdzifstrea... 1 System ...
w stduifstrea... 1 System ...
. Processing C:\LDRA_Workarea_C_CPP_10.1.0\tbwrkfls\FuzzTest_NullPointer_signal-comparison_1_seqwrkfls\FuzzTest_NullPointer.hop. W std:string: 3 System ..
P a SS/ F a I I Re S u |tS Generating regression report w stdstring:: 7 System ...
Reading output data file : C:\LDRA_Workarea_C_CPP_10.1.0\tbwrkfls\FuzzTest_NullPointer_signal-comparison_1_seqwrkfls\FuzzTest_NullPointer.hop I W strepy 3 System
 strlen 2 System
% validSignals 1 Internal  (string) void
Test Case View & x &
w Regression P /F  Procedure Object Name / Description Action Code File Name Folder Creation Date Variable 1/0 View & x
17 PASS Signal:se... 1 signal-co.. ... May 32023 13:35:26 Value Name Type Use Regression Analysis Regression Comparison Routine  Analysis Order
18 PASS Signal:g... 1 signal-co.. ... May 32023 13:35:26 I Idragolv.24  diffS.. string Inpu... Assigned
19 FAIL setSignal... .. May 32023 13:35:26 I &ldra.qqv.25 ahrs  Sign.. Inpu.. Assigned
2? F;QSS re;[a.dV§Iu..4 I &ldra_qq_Iv_26 irs1 Sign... Inpu... Assigned
52 pAgg valldflgn.,. I &ldra_qq_Iv_27 irs2 Sign... Inpu... Assigned
Tc calaulate... I &ldra_qqg_Iv_28 valu... Valu... Inpu... Assigned
23 PASS calculate... o0 % int Func... Compare + Write 1=
@24 FAIL checkArgs i
25 PASS showResult signal-co... C\LD... May 32023 13:35:26
26 FAIL signalCo... signal-co... C\LD... May 3 2023 13:35:26 9

Jama M ForJeIp.pressH ‘
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Security functional and robustness verification

are complete and correct

B TestManager

A
« @ Unit/Module Tests é LDRA tool suite Regression Report
FuzzTest_NullPointer File: C:\LDRA_Workarea_C_CPP_10.1.0\Examples\Toolsuite\DO326_356_demo\Source\signal-comparison.cpp
Sequence FuzzTest_NullPointer

Re po rt S u m m a ry > Overall Result FAIL

Overall Summary Out of 26 test cases, 23 (88.46 %) pass.
Out of 26 test cases, 3 (11.54 %) fail.

Out of 15 procedural outputs, 5 (33.33 %) fail.

Date of Analysis Report Produced on LDRA Version
Fri May 52023 15:53:59 Fri May 52023 16:01:14 10.1.0

Test Case Regression Summary Table

Report Details

Test Case Procedure

v

File Inputs Outputs Status Fail% Suspended%
. Signal::Signal signal-comparison.cpp 0 0 PASS 0.00 0.00
2 Signal::Signal signal-comparison.cpp i 0 PASS 0.00 0.00
3 Signal::Signal signal-comparison.cpp 2, 0 PASS 0.00 0.00
4 Signal::calculatePatternDeviation signal-comparison.cpp 0 0 PASS 0.00 0.00

A e LDRA



Test Coverage of Software is Achieved

Traceability

v

Traceability Hierarchy

v E\‘ TCI_SAST_1: Perform static analysis and coding standards compliance with MISRA, CERT, CWE. Capture report showing no violations of
v void calculateAverages();

v |& TCI_DAST_1: Perform Fuzz Testing attempting find null pointer exceptions. -- TBextreme Test

> 4 signal-comparison.cpp, C\LDRA_Workarea_C_CPP_10.1.0\Examples\Toolsuite\DO326_356_demo\Source\signal-comparison.cpp
v R TCI_1_7: Default

v void calculatePatternDeviation();

A e LDRA
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Test Coverage of Software is Achieved

D0326_356_demo.tbp
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Important capabilities for Verifying Security in a Safety Context include:

. Applying the Airworthiness Security Process

J Tracing Security Measures to Requirements and Tests

. Using SAST and DAST to Identify and Mitigate Security Vulnerabilities
. Improving Assurance through Refutation Testing

Using Jama Connect with the LDRA tool suite provides a comprehensive
solution to manage assets, architecture, vulnerabilities, security threats,
security requirements and the verification tests, reducing the time, cost, and
risks of compliance with DO-326A/D0O-356A and achieving airworthiness

A e LDRA
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