
WEBINAR

Implementing 

Requirements 

Management for ISO 21434



• Overview of ISO 21434 impact to requirements management

• Similarities between requirements for functional safety and 

cybersecurity

• Updating an example requirements management data model 

for cybersecurity requirements

• Proposal for implementing a TARA in a requirements 

management database

Agenda
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Needs 

Analysis

Requirement 

Definition

System

Design

Implementation

Validation

Verification

Integration

Jama Software

Jama powers the leading market innovators to build great products.

Global Semiconductor Companies

Electric Vehicle (EV) Startups in the World

Global Semiconductor Companies Powering                     

Autonomous Vehicle  (AV) Production

Electric car manufacturersin the world

Automotive Manufacturers in the world

5 of the TOP 10

6 of the TOP 10

6 of the LEADING 10

3 of the TOP 8

3 of the TOP 10

PROVIDES… FOR…



Impact to Requirements 

Management

I S O  2 1 4 3 4
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ISO 21434 
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I MPACT TO RE QUI RE ME NTS  MANAGE ME NT

• ISO SAE 21434 “Road vehicles — Cybersecurity 

engineering” focuses on cybersecurity risks in 

the design and development of car electronics. 

• The standard specifies engineering 

requirements for cybersecurity risk 

management regarding concept, product 

development, production, operation, 

maintenance and decommissioning of 

electrical and electronic (E/E) systems in road 

vehicles, including their components and 

interfaces.

• Supports the implementation of a 

Cybersecurity Management System (CSMS)



Organization and Project Level
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CL AUS E  5 , 6  I MPACT TO RE QUI RE ME NTS  MANAGE ME NT 

New work products to develop, 

review and manage 

• Plans

• Cases



Product Development Phase Support
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CL AUS E  9 , 1 0 , 11  I MPACT TO RE QUI RE ME NTS  MANAGE ME NT 

New work products to develop, 

review and manage 

• Requirements

• Design

• V&V



ISO 21434 vs. ISO 26262

I S O  2 1 4 3 4
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ISO 26262 vs ISO 21434

Both ISO 26262 and ISO 21434

• Analyze an item (system) and derive 

additional requirements

• Define a V-model focused on managing 

and verifying those requirements

• Cover product development at the 

concept, system, hardware, and 

software levels

RE QUI RE ME NTS  MANAGE ME NT



Updating your data model

I S O  2 1 4 3 4
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Adding Cybersecurity
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A NE W  I NP UT TO P RODUCT DE VE L OP ME NT

Product 
Development

Functional 
Safety 

Analysis

Market 
Analysis

Product 
Development

Functional 
Safety 

Analysis

Market 
Analysis

Cybersecurity 
Analysis



Product Development without ISO 21434

SW/HW Verification 
Specification

System Integration & 
Qualification 
Verification 
Specification

Validation Specification

SW/HW Unit Test 
Specification

Stakeholder 
Requirements

Safety Goals

Functional 
Safety Concept

System 
Requirements

Technical 
Safety 

Requirements

System Architectural Design

SW/HW 
Requirements

SW/HW Safety 
Requirements

SW/HW Design

ASPICEISO 26262

Results

Results

Results

Results

Project 
Management 

Plan

Configuration 
Management 

Plan

Change 
Management 

Plan
Reviews

Document 
Management 

Plan

Confidence in the Use of 
Software Tools Documentation

Supplier 
Management



Product Development adding ISO 21434

SW/HW Verification 
Specification

System Integration & 
Qualification 
Verification 
Specification
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Safety GoalsSecurity Goals

Functional 
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Functional 
Security Concept

System 
Requirements

Technical 
Safety 

Requirements

System Security 
Requirements

System Architectural Design

SW/HW 
Requirements

SW/HW Safety 
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SW/HW Security 
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SW/HW Design

ASPICEISO 26262ISO 21434

Results

Results

Results

Results
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Management 
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Plan
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Plan

Confidence in the Use of 
Software Tools Documentation

Supplier 
Management



Jama Connect

I S O  2 1 4 3 4
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Best Practice | Traceability of Requirements from Definition to Validation

Source: : INCOSE, NIST, Report
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Traceability 

• Enables early identification of requirement deficiencies to 

minimize cost/time to correct.  The cost multiple of 

identification post System Design grows quickly:

• Integration (16X more expensive)

• Verification (40X more expensive)

• Validation (110X more expensive)

• Industry standards are based on live traceability 

principles to deliver quality engineering benefits.  

DE L I VE RS  HI GHE S T QUAL I TY,  L OW E S T COS T,  COMP L I ANT P RODUCT DE VE L OP ME NT

Needs 

Analysis

Requirement 

Definition

System

Design

Implementation

Validation

Verification

Integration

https://ndiastorage.blob.core.usgovcloudapi.net/ndia/2012/system/ttrack914871.pdf


XX

Reality | V is Broken into Siloed Tools & Spreadsheets
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#1 Cause of Product Delays, Defects, Cost 

Overruns, Audit Failures, Product Failures

• Late identification of defects/coverage gaps due to 
lack of visibility through development process

• Lack of requirement coordination and change 
management between hardware/software

• Lack of ongoing risk assessment and change 
management

# 1  CAUS E  OF  NE GATI VE  P RODUCT OUTCOME S

Needs 

Analysis

Requirement 

Definition

System 

Design

Implementation

Software 

Development

Hardware 

Development

Risk Analysis

Verification

Validation

X

X

X

X

X

X

Source: INCOSE, NIST, NASA V&V

https://www.nasa.gov/centers/ivv/pdf/398308main_Value%20Report%20Final.pdf


Live Traceability | Full Process Connected
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TRACE AB I L I TY  E NAB L E D F OR AS P I CE , I S O 2 6 2 6 2 , I S O/ PAS  2 1 4 4 8

Data elements residing in 

tools and spreadsheets but 

linked to Jama relationship 

model for Live Traceability

| Automotive Functional Safety Traceability Model 

Critical, best-of-breed tools for traceability shown in this example.  Competitive alternatives to those listed are also supported.



Organization and Project Level
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J AMA CONNE CT S UP P ORT F OR CL AUS E  5 , 6

Document 

Management

Automotive 

Framework

Document 

Management

Automotive 

FrameworkRequirements 

Management

Review Center

Certification

Requirements 

Management

Live 

Traceability

Custom Reports, 

Dashboard



Product Development Phase Support
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J AMA CONNE CT S UP P ORT F OR CL AUS E  9 , 1 0 , 11

Requirements 

Management

Test Center

Review Center

Live 

Traceability

Requirements 

Management Test Center

Test Center

Live 

Traceability

Live 

Traceability

Live 

Traceability

Requirement 

Advisor

Live 

Traceability

Live 

Traceability

Automotive 

Framework

Custom Report 

Templates, Dashboard



Threat and Risk Analysis
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J AMA CONNE CT S UP P ORT F OR CL AUS E  1 5

Asset 

Identification
Impact 

Rating

Threat 

Scenarios
Attack Paths

Attack 

Feasibility
Risk Value

Risk 

Treatment

Automotive 

Framework

Review Center

Live 

Traceability

Custom Report 

Templates, Dashboard



Case Study: Jama Connect 

Automotive Framework

I S O  2 1 4 3 4
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Data Model Updates for ISO 21434 Requirements
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P ROJ E CT S TRUCTURE

Added for ISO 21434 Requirements Management



Data Model Updates for ISO 21434 Requirements
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RE L ATI ONS HI P  MODE L

Added for ISO 21434 Requirements Management



Example Traceability in Jama
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S TAK E HOL DE R,  F US A,  AND CY B E RS E C RE QUI RE ME NTS



TARA in a RM Solution

I S O  2 1 4 3 4
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Why Develop a TARA in an RM System?
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• While managing a complex TARA may be best done in dedicated tools, not all customers can 

afford the cost or learning curve of a dedicated tool.

• Startups and companies developing simpler products often rely on their requirements solution 

for managing non-requirements content

OVE RVI E W



ISO 21434 TARA Data Model

jama software  |  27



Data Model Updates for ISO 21434 Requirements
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P ROJ E CT S TRUCTURE

Added for ISO 21434 TARA



Data Model Updates for ISO 21434 TARA
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RE L ATI ONS HI P  MODE L

Added for ISO 21434 TARA



Example TARA in Jama
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New Automotive Framework

I S O  2 1 4 3 4
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1. Live Traceability | Full Process Connected
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TRACE AB I L I TY  E NAB L E D F OR AS P I CE , I S O 2 6 2 6 2 , I S O/ PAS  2 1 4 4 8 , I S O 2 1 4 3 4

Data elements residing in 

tools and spreadsheets but 

linked to Jama relationship 

model for Live Traceability

| Automotive Functional Safety / Security Traceability Model 

Critical, best-of-breed tools for traceability shown in this example.  Competitive alternatives to those listed are also supported.



Thank You

jama software  |  33


