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Jama Software

PROVIDES...

Needs

Analysis Validation

Requirement
Definition

Verification

System

Design Integration

Implementation

FOR...

5 of theTOP 10

Global Semiconductor Companies

6 oftheTOP 10

Electric Vehicle (EV) Startups in the World

6 of the LEADING 1 o

Global Semiconductor Companies Powering

Autonomous Vehicle (AV) Production

3 of the TOP 8

Electric car manufacturersin the world

3 of theTOP 10

Automotive Manufacturersinthe world

Jama powers the leading market innovators to build great products.

N\
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Impact to Requirements
VELEL L]



1ISO 21434

IMPACT TO REQUIREMENTS MANAGEMENT

[ 4. General considerations
“ . . 5. Organizational cybersecurity management
* |ISO SAE 21434 “Road vehicles — Cybersecurity | sz o ][ o™ 54
Cybersecurity Cybersecurity Information Management Tool Information Organizational
engineering” focuses on cybersecurity risksin || * e e e manserm | | ot | |
the design and development of car electronics. 6 Project depandent cybarsecurity mansgemant
641 642 643 644 645 6.4.6 64.7 648 649
Cresponcivi. | |“oiomma [ [ Tatorine | [ R conten] | tomponent | || | ssessment | | | post
« The standard specifies engineering les development
. . . 7. Distributed cybersecurity activities
requirements for cybersecurity risk 741 i 7T
Supplier capability Request for quotation Alignment of responsibilities

management regarding concept, product

8. Continual cybersecurity activities

development, production, operation, Sty Chenmaty Aty oy
. . . . monitoring event evaluation analysis management
maintenance and decommissioning of Fr——— Ty —— rE—
electrical and electronic (E/E) systems in road S — e — |
93 ll.‘l. . Operations maintenance
vehicles, includingtheir components and e =
H C hrrs:ul:'il Is [ t lur:‘.zrﬂﬂ(a[ infldrﬂt rrs;:f{u pdates
InterfaceS. ¥ ¥ goa ntegration and w jon
':?"'“"“‘:I‘E;Y concept mmrlnly validation m;;nl::tn:: mh
« Supportstheimplementation of a Py rr———r———
Cybersecurity Management System (CSMS) - Y | I ot | |anaiany| | mime || it
Iidentification identification rating analysis rating determination decision

J\ Jama software
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Organization and Project Level
CLAUSE 5,6 IMPACT TO REQUIREMENTS MANAGEMENT

New work products to develop, ?rga;nizational
eve
review and manage A .
« Plans
) Cases Project
level

Jama software’
=

Cybersecurity audit (see 5.4.7)

Cybersecurity activities

Cybersecurity
planning to define
which activities will
be performed

Conducting the
cybersecurity
activities defined in
the cybersecurity

Argument for
cybersecurity

'

plan
'

'

Cybersecurity plan

e

Work products
required by the

cybersecurity planﬁ_

Cybersecurity case

7

/

Y

Cybersecurity assessment

— Check of process implementation against activities
defined in the cybersecurity plan

— Independent judgement that the objectives of this
document have been adequately achieved by the item or
component, and the provided arguments are convincing

Cybersecurity
assessment report

» Independent appraisal of

the cybersecurity based on
the existing evidence and

provided rationales I’

e



Product Development Phase Support
CLAUSE 9,10,11 IMPACT TO REQUIREMENTS MANAGEMENT

i - right side of V-model
New work products to develop,  leftside of V-model &
review and manage
« Requirements e 090900 4 S
I Clause 9 Clause 11
: Concept Cybersecurity validation
« Design | (item) (item)
! A
L SRSSER—.
. V&V |
Clause 10 Product development
10.4.1 Design 10.4.2 Integration and verification
(components) B i} (components)
3
Y
10.4.1 Design 10.4.2 Integration and verification
(sub-components) (sub-components)

Jama software’
=



1ISO 21434 vs. ISO 26262



1ISO 26262 vs ISO 21434

REQUIREMENTS MANAGEMENT

Both ISO 26262 and 1SO 21434

- Analyze an item (system) and derive
additional requirements

- Define a V-model focused on managing
and verifying those requirements

- Cover product development at the
concept, system, hardware, and
software levels

\, Jama software

)

3. Concept phase

[ 3-5 Item definition

3-6 Hazard analysis and risk
assessment

.

‘ 3-7 Functional safety concept

4, Product development at the system level

12, Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motorcycles

12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing

gral topics for the product
ent at the system level

4-7 System and item integr;
and testing

Production, operation,

service and
decommissioning

7-5 Planning for production,
operation, service and
decommissioning

| 7-6 Production

7-7 Operation, service and
decommissioning

e unit desig
jion

Ainit vg

12-10 Safety validation

verification

i

left side of V-model

right side of V-model

Clause 9
Concept
(item)

Clause 11
Cybersecurity validation
(item)

,,]L,

Clause 10 Product development

10.4.1 Design
(components)

10.4.2 Integration and verification

(components)

|

10.4.1 Design
(sub-components)

10.4.2 Integration and verification
(sub-components)




Updating your data model



Adding Cybersecurity

A NEW INPUT TO PRODUCT DEVELOPMENT

Functional
Safety
Analysis

Product
Development

\, Jama software

)

Market
Analysis

Market
Analysis

Functional
Safety
Analysis

Product
Development

jama software | 11



Product Development without ISO 21434

ISO 26262 ASPICE

Safety Goals
Stakeholder . . . :
o . Validation Specification
Functional equirements
Safety Concept

Technical
Safety
Requirements

System

Requirements System Integration &

Qualification
Verification
System Architectural Design Specification

SW/HW Safety SW/HW SW/HW Verification

Requirements Requirements Specification

SW/HW Design Sy HV\./ 'Unn.: fest NS
Specification

Configuration Change Project Document
Reviews Management Management Management Management
Plan Plan Plan Plan

Confidence in the Use of Supplier
Software Tools Documentation Management

J\ Jama software



Product Development adding ISO 21434

ISO 21434 ISO 26262 ASPICE

Security Goals Safety Goals
Stakeholder
Functional Functional Requirements
Security Concept Safety Concept

Technical
Safety
Requirements

Validation Specification

System Security
Requirements

System
Requirements

System Integration &
Qualification
Verification

System Architectural Design Specification

SW/HW Verification
Specification

SW/HW Unit Test
e Results
Specification

Document
Management
Plan

SW/HW Security SW/HW Safety SW/HW
Requirements Requirements Requirements

SW/HW Design

Configuration Change Project

Confidence in the Use of Supplier
Software Tools Documentation Management

Management Management Management
Plan Plan Plan

Reviews

J\ Jama software
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Best Practice | Traceability of Requirements from Definition to Validation
DELIVERS HIGHEST QUALITY, LOWEST COST, COMPLIANT PRODUCT DEVELOPMENT

Traceability
« Enables early identification of requirement deficiencies to A':'lszsﬁs Validation
minimize cost/time to correct. The cost multiple of
identification post System Design grows quickly:
« Integration (16X more expensive)
Requirement e
Verification

- Verification (40X more expensive) Definition
« \Validation (110X more expensive)

. . System
* Industry standards are based on live traceability Design

principles to deliver quality engineering benefits.

Integration

Source: 1 INCOSE, NIST, Report

Implementation

)“\ Jama SO]tha re jama software | 15


https://ndiastorage.blob.core.usgovcloudapi.net/ndia/2012/system/ttrack914871.pdf

Reality | V is Broken into Siloed Tools & Spreadsheets

#1 CAUSE OF NEGATIVE PRODUCT OUTCOMES

#1 CauseofProductDelays, Defects, Cost % Confluence 5% slack
Overruns, Audit Failures, Product Failures g

_ - AI:I}zle sSis X Validation
« Late identification of defects/coverage gaps due to y E

lack of visibility through development process

I X Google Docs .
(=1 qTest

» Lack of requirement coordination and change

management between hardware/software Requirement X Verification
. Definition s
» Lack of ongoing risk assessmentand change ToxtRail
management X
MATLAB B4 X
4 System X zgm

SIMULINK" @anio Design ﬂE Outlook

SYSTEMS MODELER

X

Implementation

»
-

TEAMCENTER

X X

X
Software Hardware Windchill:

Source: INCOSE, NIST, NASA V&V € Jira Software

Development Development

2
2S SOLIDWORKS

Darena

% Jama software: GitHub G Azure jama software | 16
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https://www.nasa.gov/centers/ivv/pdf/398308main_Value%20Report%20Final.pdf

Live Traceability | Full Process Connected
TRACEABILITY ENABLED FOR ASPICE, ISO 26262, ISO/PAS 21448

.

A Jama connect | Automotive Functional Safety Traceability Model

e »2) "L
B LT /'2‘ pTC
O M= System Re l;ir;ement ‘ e .‘ Hardware Requirement - _ I
- - . quire! . . - - -I [[[", Hardware Design I
R i Product Architecture L - K : - _» " Verification Test Case
=J FMEA 8 oA
i . e - - Software Detailed Design - -~
& Stakeholder R:\e:?mrement ------------------- i Software Reguirement |> - -» L] Software Architectural Design -
+ [ User Story
_ - % | Functional Safety Requirement L N m o e o e e e e e e e e e N e el e S e ’
Ej Safety Goal -~ ------- » & Validation Test Case
GitHub
- \nsys
Data elements residing in =
MEDINI ANALYZE [ X E “@
tools and spreadsheets but @m0 MATTAR & Jira Soft 1T )
SYSTEMS MODELER SIMULINK Ira sortware TestRail ..

linked to Jama relationship
model for Live Traceability

Critical, best-of-breed tools for traceability shown in this example. Competitive alternatives to those listed are also supported.

JA\ Jama software: jama software | 17




Organization and Project Level

JAMA CONNECT SUPPORT FOR CLAUSE 5,6

Certification

Organizational . : . Requirements
Cyb dit 5.4.7
level ybersecurity audit (see ) Management
Cybersecurity activities
Cybersecurity Conducting the Argument for
planning to define cybersecurity cybersecurity
which activities will activities defined in
. be performed the cybersecurity
Project plan
level
eve | { | Document
Document ) Work products . . Management
Management Cybersecurity plan required by the Cybersecurity case -
- r‘lrhﬂ-r‘carnrh‘n n]an } AUtomOtlve
ﬁft?nmotl\;ﬁ /| Requirements 7 [ Framework
W
amewo Management
Y |
Cyberse] Review Center Cybersecurity
— Che Live ration against activities assessment report
defi o plan = Independent appraisal of
— [nd1 Traceablllty t the Dbiectives Of th].s thE C}rbersecurit}r based on
Custom Reports pately achieved by the item or the existing evidence and
’ ed arguments are convincin i i 7
Dashboard B & provided rationales f

Jama software’
=
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Product Development Phase Support

JAMA CONNECT SUPPORT FOR CLAUSE 9,10,11

Jama softwar
=

left side of V-model right side of V-model
Automotive
Framework
Requirements |~ 1
Management Clause 9 Clause 11 TestCenter
: Concept Cybersecurity validation [ =0 0
Live (item) (item) .
Traceabilty | Custom Report ____________________Tzaceablllty
| Templates, Dashboard
Requirements Clause 10 Product development
Management 10.4.1 Design 10.4.2 Integration and verification | TestCenter
Live (components) B - (components) Live
Traceability ] Traceability
. L
Requirement . : - :
Advisor 10.4.1 Design 10.4.2 Integration and verification TestC
(sub-components) (sub-components) estCenter
Review Center : Live
— - Traceability
Traceability

19



Threat and Risk Analysis

JAMA CONNECT SUPPORT FOR CLAUSE 15

Automotive
Framework

Asset Threat
Identification Scenarios

Jama software’
-

Impact
Rating

Live
Traceability

Attack
Feasibility

Attack Paths

Review Center

Custom Report
Templates, Dashboard

Risk Value

Risk
Treatment

20



Case Study: Jama Connect
Automotive Framework



Data Model Updates for ISO 21434 Requirements

PROJECT STRUCTURE

= &Aulc:mutiv& Fu3a & Cyber Framework
|f| Stakeholder Requirements
] Item Definition (Safety & Cybersecurity)
= EE| Threat Assessment and Bemediation Analysis {TARA)
Aszels
Camage Scenarios
Threat Scenarios

Added for ISO 21434 Requirements Management

= EH Concept Definition [(Safety & Cyberse
:| Functicnal Safefv Requirements

_ﬁ Cybersecurity Reguirements
System Functions

@ Funciicnal Architectural Design Specification
[ System Development
[ System Validation
[ Project Management
[ Checklists

J\ Jama software
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Data Model Updates for ISO 21434 Requirements

RELATIONSHIP MODEL

Interface Specication

- - ff Hazard [ - - - - - -» £ Safely Goal | _

¥ [E Cyber Damage Scenario

-7 ] ity Goal | __ | Cybersacurity Requirement

5] tem Definiton ’ [ Cyber Attack Path - - - -

i g "7 " = cyber Theeat Scenario
"ok [T CyberAsset | g = - -

H = Cyber Claim

Added for ISO 21434 Requirements Management

\, Jama software 23
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Example Traceability in Jama
STAKEHOLDER, FUSA, AND CYBERSEC REQUIREMENTS

SOURCE ITEMS

1LEVEL UP

Y Filter items ~ %¥ Set columns

Functional Safety Requirement (6), Stakeholder Requirement (3), Cybersecurity Requirement (2)

Y Filteritems  £¥ Set columns

System Requirement (48), Folder (15)

=
=
=
=

=
=
=
=

=
=
=

FuSa-SHRQ-10

FuSa-FSR-5

FuSa-FSR-5

FuSa-FSR-5

FuSa-FSR-5

FuSa-FSR-3

FuSa-FSR-3

FuSa-FSR-3

FuSa-FSR-3

FuSa-CSRQ-1

FuSa-CSRQ-1

FuSa-CSRQ-2

J\ Jama software

The vehicle shall have visible dashboard notification of th...

The system shall detect failure in seat sensors
The system shall detect failure in seat sensors
The system shall detect failure in seat sensors

The system shall detect failure in seat sensors

The system shall detect failure in speed sensors
The system shall detect failure in speed sensors
The system shall detect failure in speed sensors

The system shall detect failure in speed sensors

Verify the received data if it is sent from valid entity.
Verify the received data if it is sent from valid entity.

Prevent unauthenticated entities from accessing to the ce...

=
=

=
=
=
=

=
=
=
=

=
=
=

FuSa-SYSRQ-20

FuSa-SYSRQ-21

FuSa-FLD-179

FuSa-FLD-183

FuSa-SYSRQ-27

FuSa-SYSRQ-28

FuSa-SYSRQ-29

FuSa-SYSRQ-30

FuSa-FLD-184

FuSa-SYSRQ-31

FuSa-SYSRQ-32

FuSa-SYSRQ-33

FuSa-SYSRQ-34

FuSa-FLD-191

FuSa-SYSRQ-51

FuSa-SYSRQ-52

FuSa-SYSRQ-53

The system shall have an airbag control unit which monit....

The system shall not deploy when there are less than 101...

The item shall be developed with two seat sensors locate. ..
The output of the two seat sensors shall be compared so ...
The result of the signal from the arbitration unit shall be r...

Awatchdog running at 2 Khz shall be used by the ACU m...

Two independent means of sensing vehicle speed inform...
The two speed signals shall be compared and if they diffe. ..
When the ACU module recieves the speed sensor failure ...

Awatchdog running at 2 Khz shall be used by the ACU m...

The product shall use a 256 bit key to encrypt the receive...
The host shall provide a new key generation function.

The cellular modem shall require a token to initiate data tr...

jama software | 24



TARA in a RM Solution



Why Develop a TARA in an RM System?

OVERVIEW

- While managing a complex TARA may be best done in dedicated tools, not all customers can
afford the cost or learning curve of a dedicated tool.

- Startups and companies developing simpler products often rely on their requirements solution
for managing non-requirements content

\, Jama software

)

26



1ISO 21434 TARA Data Model

J\ Jama software

IeemilD

Jama |tem Attributes

The current Jama item
definition is used

ArtackPathio
Feasibility
Stepl

Step

Steph

Optional
link

TARA Data Model

“

AssetiD Scenaric|D

AsseiCategary Or Assels are —H— Scenario Description

arranged as chil dren of Assat

Categories. AzsEESECUnityProp arty
AssetDescription StakeHolder .
Each of the asset security
San byhm pact properties should get a

damage scenario per
Financialimpact Stakeholder. & properties
per asset is recommend

On or more threat scenarios
results in a damage scenario

Operationalmpact

Privacylmpact

ThreatScenarican Configurableimpactl

TsCatagory Or TS are arrangesd as

Configurablelimpact2
children of TS Categaries.

Configurableimpacts
ScenartoDescription

Reiskovalse ,.'_ Configurableimpacts.
“ RikTreatmentlecision
- 0
Goalio Clalmin

Jama Requirement Attributes Jamia Reqjuirement Attributes

Threat scenarios are addressed either

CyberRequirements by Cyber Goals which lead to Cyber
Requirements, or by Cyber Claims

e RagulrementiD

Jama Requirement Attributes

jama software | 27



Data Model Updates for ISO 21434 Requirements

PROJECT STRUCTURE

= &Aulc:mutiv& Fu3a & Cyber Framework
|f| Stakeholder Requirements
] Item Definition (Safety & Cybersecurity)
= EE| Threat Assessment and Bemediation Analysis (TARA)

Camage Scenarios
Threat Scenarios
Attack Paths
Cyber Claims
) LyDersecurity Goals

EH Hazard Analysis and Risk Assessment (HARA)
= EH Concept Definition [(Safety & Cybersecurity)
I;] Functicnal Safety Requirements

Added for ISO 21434 TARA

|;| Cybersecurity Reguirements
@ System Functions
@ Funciicnal Architectural Design Specification
[ System Development
[ System Validation
[ Project Management
[ Checklists

\, Jama software 28
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Data Model Updates for ISO 21434 TARA

RELATIONSHIP MODEL

== -+ #¥ Hazard = £} Safety Goal

fRmEA [C

[ Stakeholder Requirement - -

* | Functional Safety Requirement

4 Itern Definition

"< [T Cyber Asset * [T Cyber Damage Scenario

1 Cyber Theeat Scenaric
= Cyber Attack Path - - ---~""

h

* " \alidation Test Case

» 7] Cybersecurity Goal ©_ _~ )

=1 Cyber Claim

\, Jama software

)

AN Added for ISO 21434 TARA

Cybarsecurity Requirement -

System Requirsmeant
-

a + -
b S}I}Bsitpﬂamam -
- bl w =

o Software Requiremeant -
— - -+ | | Software Architectural Design |~

=

jama software | 29
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Example TARA in Jama

Damage Scenarios %" Trace view [E» Export v

=] Set + View details

= B Y I=E~ @~ £ 3items

[ HES; Project ID =~ Stakeholder Financial Impact | Safety Impact | Operational Impact | Privacy Impact | Impact Justification
= FuSa-DAMAGE-1 ® 0 Unintended headlamp’s turn off during I...  Road User Unassigned 1 - None Moderate Unassigned Since the headlamp turns off when ...
= FuSa-DAMAGE-2 ® 0 Unintended headlamp’s turn off during ni... Road User Unassigned Unassigned Unassigned A crash against a street tree poses ...
= FuSa-DAMAGE-3 ®0 Unintended low beam of headlamp Road User Unassigned S0 Moderate Unassigned Since the headlamp turns off when ...

1 LEVEL UP Y Filteritems %% Set columns | SOURCE ITEMS £ Set columns

Cyber Attack Path (3), Cyber Damage Scenario (1) Cyber Threat Scenario (2)

Unintended headl... Unassigned Unassigned _ = Spoofing of a signal leads to loss of integrity of the CAN message of “Lamp Request” signal of Power S...
Cellular Interface High
Bluetooth Medium
OBD2 Low
Unintended headl... Unassigned Unassigned _ = Tampering of a signal sent by Body Control ECU leads to...
) \ Jama SO]CL'WB re jama software | 30
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New Automotive Framework



1. Live Traceability | Full Process Connected
TRACEABILITY ENABLED FOR ASPICE, ISO 26262, ISO/PAS 21448, 1S0O 21434

))A Jama connect | Automotive Functional Safety / Security Traceability Model

\nsys e e—
hmmmET TS mssss———————---o - Hardwara Requirement -
EfFMEA [ o 4
MEDINI ANALYZE B ;

" @ Design Elamant
v . -

== -» ¥ Hazard » I Safely Goal # || Functional Safety Requirement
= Item Daﬁl?i‘lien e * " Validation Test Cas S .
" ow [T Cyber Asset * [ Cyber Damage Scenario - T = ] Cybersecurity Goal ~ _ P scurity R irar;-u;an.t. .
1 Cyber Threat Scenario )
B Obor ek P === T B ckn € Jira Software

& pic

Data elements residing in
tools and spreadsheets but
linked to Jama relationship
model for Live Traceability

m MATLAB
SYSTEMS MODELER SIMULINK

/\ [, Systam Raquiement | T TTTTTTTTIN SRR T Aa -
- . el N vl Software Requirsment -
e (2 Staksholder Requirement | - o -~ e T System Requirsment '\-* .7 - - = || Softwara Architectural Design |~
. . . - -

GitHub

<y
“ # Verification Test Case

Critical, best-of-breed tools for traceability shown in this example

J\ Jama software

. Competitive alternatives to those listed are also supported.

jama software | 32
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