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INTRODUCTION

In the world of modern medicine and healthcare, software plays an integral role in the
functionality, monitoring, and management of medical devices. These software components
can range from simple interfaces to complex algorithms that drive critical medical decisions.
Ensuring the safety and effectiveness of these software components is of paramount
importance, leading to the creation of standards such as IEC 62304, which defines lifecycle

requirements for medical device software.

Understanding the Importance

of Software in Medical Devices

Medical devices have evolved significantly, integrating
software into their core functionality. From pacemakers
to diagnostic equipment and even mobile health
applications, software contributes to accurate
diagnoses, patient monitoring, and treatment delivery.
This integration enhances the capabilities of medical
devices but also introduces potential risks if not
developed and maintained properly.
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Overview of IEC 62304

IEC 62304, titled “Medical device software - Software
lifecycle processes,” is an international standard that
provides a framework for the development of quality
medical device software. It establishes standards for
managing software development, verification, validation,
and maintenance within the context of medical device
development.

This eBook delves into IEC 62304, its components,
implementation strategies, and benefits, equipping
readers with a comprehensive understanding of how to
develop medical device software that adheres to
rigorous quality and safety standards.
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Scope and Application of IEC 62304

What Medical Devices are Covered?

IEC 62304 applies to a wide range of medical devices that incorporate
software — software that is a medical device on its own (SaMD) or an
integral part of another medical device (SiMD). This includes both
standalone software devices and software that is part of a larger
medical device. These devices encompass everything from simple
mobile health apps to complex medical imaging systems.

Examples include clinical decision support software, manufacturing
software used to test the delivery volume of an insulin pump, software
used to analyze genetic data, software in pacemaker, etc.

What Types of Software are Included?

The standard encompasses software used for medical device design,
development, production, installation, and servicing. This encompasses
not only the software that directly interfaces with the patient or provides
a medical function but also the supporting software used in
manufacturing and quality control.
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Key Concepts and Terminology

Software Safety Classes

IEC 62304 introduces a classification system based on
the potential harm caused by software failures. The
requirements vary depending on the software safety
classification There are three classes:

« Class A: No injury or damage
« Class B: Non-serious injury
« Class C: Serious injury

These classes help determine the level of rigor required
in the software development process.

Software Lifecycle Processes

The standard outlines processes that span the entire
software lifecycle, including planning, requirements
analysis, design, implementation, verification, validation,
and maintenance. Requirements vary depending on the
software safety classification.
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Software Safety Requirements

Ensuring the safety of medical device software involves
identifying and addressing potential hazards. IEC 62304
mandates an increase in rigor of design control
processes and documentation based on the software
safety classification.

Software Items

Software items are software components that make up
medical device software. By decomposing software into
discrete software items, the manufacturer can analyze
failure points and interfaces. It also allows the
manufacturer to independently classify and document
these subcomponents, thus facilitating the possibility of
reusing these subcomponents in future products.
Properly managing these items ensures traceability and
facilitates risk management.
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Benefits of IEC 62304 Implementation

Improved Software Quality

Complying with IEC 62304 significantly enhances software quality by providing a
comprehensive framework that guides the development, maintenance, and validation of
medical device software. By adhering to its guidelines, teams are compelled to follow a
structured approach, resulting in improved software quality. The standard mandates clear
documentation of requirements, architecture, design, and verification activities, which in
turn fosters transparency and traceability throughout the software development lifecycle.

This meticulous documentation ensures that potential issues and deviations are identified
and addressed early, reducing the likelihood of defects and vulnerabilities making their
way into the final product. The standard forces manufacturers to consider not only how
they will develop the software, but also considerations for maintenance and the end of life
of the software. Consequently, software that complies with IEC 62304 exhibits higher
reliability, safety, and overall quality, which are very important in the context of medical
devices where patient safety is paramount.

Furthermore, IEC 62304 references rigorous risk management practices (such as ISO
14971 principles), leading to the identification and mitigation of potential hazards
associated with the software. IEC 62304 concentrates on the software development
lifecycle, process, and documentation. The standard necessitates the classification of
software components based on their potential risks, facilitating a targeted approach to
testing and validation efforts. This risk-driven approach helps allocate resources
effectively, concentrating efforts on the most critical aspects of the software.

Application of Risk Analysis
Techniques in Jama Connect
to Satisfy ISO 14971

WHITEPAPER

To learn more about ISO
14971, download Application
of Risk Analysis Techniques
to Satisfy ISO 14971. In this
whitepaper, we cover the
main clauses of ISO 14971

— the FDA’'s mandatory
standard for risk assessment
in medical devices — and
share how Jama Connect®
gives you a comprehensive
way to manage risk and
requirements throughout
development.
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Additionally, IEC 62304 requires you to have a plan for
verification and validation of software. Different regions
may have slightly different requirements. For instance,
FDA has published “General Principles of Software
Validation” Guidance.” These verification and validation
activities are vital for identifying and rectifying bugs,
security vulnerabilities, and functional issues. By
conducting thorough testing and verification activities,
software developers can enhance the performance,
reliability, and stability of their products, contributing

to an overall elevation in software quality.

Enhanced Patient Safety

Compliance with IEC 62304 plays a pivotal role in
elevating patient safety thanks to the rigorous
guidelines that mandate a systematic and controlled
approach to software development, emphasizing risk
management and mitigation strategies. By requiring
thorough assessment of potential hazards associated
with medical device software, IEC 62304 ensures that
developers identify and address safety risks early in the
development process. This proactive approach results
in the implementation of appropriate controls and
safeguards, minimizing the chances of software-related
failures that could jeopardize patient well-being.
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IEC 62304’s emphasis on documentation and
traceability further bolsters patient safety. The standard
mandates comprehensive documentation of software
requirements, design specifications, and verification and
validation activities. This level of transparency enables
regulatory bodies, medical professionals, and device
users to thoroughly assess the software’s functionality
and safety features. In the event of an issue or concern,
standardized documentation facilitates swift
identification of the problem’s root cause, enabling
prompt resolution to prevent potential harm.

Additionally, by adhering to IEC 62304, developers
create a foundation for ongoing software maintenance
and updates, ensuring that any changes are managed
systematically and with patient safety in mind. Overall,
IEC 62304’s structured approach to software
development and its focus on risk management and
documentation significantly enhance patient safety by
reducing software-related risks and facilitating effective
issue resolution in medical device software.
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Regulatory Compliance

Regulatory authorities worldwide, including the FDA and the European Medicines
Agency, recognize IEC 62304 as a reliable framework for the development of safe
and effective medical device software. By adhering to its standards, developers
align their practices with established industry standards, which simplifies the
process of obtaining regulatory approvals.

One of the key ways IEC 62304 aids regulatory compliance is through its emphasis
on risk- based development and design controls. The level of rigor depends on the
safety classification of the software. This aligns well with regulatory expectations, as
authorities often require comprehensive risk analyses to assess the potential impact
of software-related hazards on patient safety. IEC 62304’s risk-driven approach not
only helps in identifying and mitigating risks but also provides the necessary
documentation for regulatory submissions, demonstrating that thorough risk
evaluations have been conducted and appropriate controls are in place.

IEC 62304’s structured development lifecycle, which includes phases for software
planning, development, verification, validation, and maintenance, aids regulatory
compliance by providing a clear and consistent roadmap. This ensures that
essential development steps are followed and documented appropriately.
Regulatory agencies often scrutinize these aspects during the approval process,
and adherence to IEC 62304 greatly assists in demonstrating that all necessary
processes have been carried out systematically.

How to Overcome Three
of the Biggest Challenges in
Medical Device Development

1to A ate D pment, Manage Complexity

To combat the mounting
complexities of innovative,
connected technologies, teams
must get a stronger handle on
their process and avoid gaps
in development. Download
this eBook to learn about the
three main challenges modern
medical device companies
face and how to adjust your
processes to rise and meet
them: How to Overcome Three
of the Biggest Challenges in
Medical Device Development
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IEC 62304 Lifecycle Process Phases

1.
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Software Development Planning: This phase involves creating a
comprehensive plan for software development that outlines roles,
responsibilities, and the overall approach.

Software Requirements Analysis: Identifying and documenting software
requirements, including functional and non-functional aspects, lays the
foundation for development.

Software Architectural Design: Designing the software architecture defines
how components will interact and ensures that the software can meet its
intended purpose.

Software Detailed Design: In this phase, detailed design specifications are
created based on the architectural design, providing a roadmap for
implementation.

Software Unit Implementation and Verification: Developers write and test
individual software units, verifying that they meet the defined requirements.

Software Integration and Integration Testing: Units are integrated into a

cohesive whole, followed by testing to ensure they work together seamlessly.

Software System Testing: The entire software system undergoes rigorous
testing to identify and rectify defects.

Software Release: The software is prepared for release, including packaging,

documentation, and any necessary regulatory submissions.

Class A: No Injury or Damage

Class A software failures are unlikely
to cause any injury or damage to

the patient or user. An example
might be a display error that does
not affect the device's functionality.

Class B: Non-Serious Injury

Class B failures could potentially
lead to non-serious injuries,
discomfort, or inconvenience to
the patient or user. An example
could be an incorrect alarm sound
that causes temporary stress.

Class C: Serious Injury

Class C failures have the potential
to cause serious injuries to patients
or users. For instance, incorrect
dosage calculations by a medical
infusion pump fall under this class.
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Documentation Requirements

IEC 62304 places a strong emphasis on comprehensive documentation throughout the medical device software
development lifecycle. These documentation requirements are integral to ensuring transparency, traceability, and
the effective management of risks associated with software used in medical devices. The standard mandates clear
and structured documentation across various phases of software development, serving to facilitate communication
among development teams, regulatory bodies, and other stakeholders.

During the early phases, IEC 62304 necessitates the creation of software development plans that outline the
intended approach, methodologies, and key activities. These plans provide a blueprint for the development process,
ensuring that everyone involved is aligned with the project’s scope and objectives. As the development progresses,
the standard mandates detailed requirements specifications that articulate the functional, performance, and safety
requirements of the software. These specifications serve as a foundation for subsequent design and development
activities, enabling traceability from initial requirements to the final software product.

IEC 62304 also requires comprehensive documentation of the software architecture, design, and implementation
processes. This documentation not only helps development teams maintain a clear overview of the software’s
structure and components but also ensures that any changes or updates are managed systematically. Verification
and validation activities, which are crucial for assessing the software’s compliance with requirements and its safety,
also require meticulous documentation.

By providing evidence of testing methodologies, results, and any deviations encountered during verification and
validation, developers establish the reliability and efficacy of their software. The documentation requirements set
forth by IEC 62304 contribute to the standard’s goal of enhancing software quality, safety, and regulatory compliance
within the medical device industry.
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Effect of safety classification on required development process documentation

SOFTWARE DOCUMENTATION CLASS A CLASS B CLASS C
Software development planning X X X
Software requirements analysis X X X
Software architectural design X X
Software detailed design X
Software unit implementation X X X
Software unit verification X X
Software integration and integration testing X X
Software system resting X X X
Software release X X X

X =Required
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Integration of IEC 62304 with Other Standards

ISO 13485: Medical Device

Quality Management Systems

IEC 62304 and ISO 13485 are two closely related .
standards that play a significant role in the medical - NAE Adopting ISO 13485 can help

device industry. ISO 13485 focuses on quality ' standardize and systematize the
management systems for the design, development, medical device development process.

production, and servicing of medical devices, ensuring Though it may look daunting at
first, once adopted, ISO 13485 can

their safety and effectiveness. IEC 62304, on the other The Complete Guide to : -
e . ISO 13485 for Medical streamline processes and position
hand, specifically addresses the software lifecycle Device Development

organizations for a better outcome
with regulatory requirements. This
guide will untangle everything your medical device
development team needs to know about ISO 13485.

processes within the context of medical devices. These
two standards integrate harmoniously to ensure that
medical device software development aligns with
broader quality management practices.

Download this eBook to learn more about:
IEC 62304 complements ISO 13485 by providing
specialized guidance for the development, validation,
and maintenance of medical device software. When an
organization seeks to create or update software used in The difference between ISO 13485 and other
medical devices, complying with both IEC 62304 and medical device standards
ISO 13485 ensures a comprehensive approach to quality Steps to adoption and ISO 13485 Certification
and safety. Organizations can leverage ISO 13485’s
quality management framework to establish and
maintain effective processes for software development,
while IEC 62304 offers detailed requirements and best
practices specifically tailored to the software lifecycle.

« The purpose of ISO 13485 and requirements
for ISO 13485 adherence
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IEC 60601-1: Medical Electrical

Equipment Safety

IEC 62304 and IEC 60601-1 are two crucial standards in
the field of medical devices, with IEC 62304 focusing on
the software lifecycle processes and IEC 60601-1
addressing the safety and performance requirements of
medical electrical equipment. These standards integrate
seamlessly to ensure the development of safe and
effective medical devices that incorporate software
components.

IEC 60601-1 provides a comprehensive framework for
ensuring the safety and performance of medical
electrical equipment. This standard includes
requirements related to electrical, mechanical, and
functional safety aspects of medical devices. ISO 62304
complements IEC 60601-1 by addressing the software-
specific lifecycle processes within medical devices,
including software development, verification, and
validation.

The integration of IEC 62304 with IEC 60601-1 ensures
that medical devices with software components adhere
to a holistic approach to safety and quality. It establishes
a structured process for developing software that meets
both the functional requirements outlined in ISO 62304
and the safety requirements stipulated in IEC 60601-1.
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IEC 62366: Usability
Engineering for Medical Devices
IEC 62304 and IEC 62366 are both
vital standards in the development
of medical devices, focusing on
software lifecycle processes and
usability engineering, respectively.
These standards integrate
harmoniously to ensure that
medical device software is both
functional and user-friendly, leading
to improved overall device
performance and user satisfaction.

u +
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o .

IEC 62304 provides a systematic framework for
developing medical device software, emphasizing
processes such as requirements analysis, design,
verification, and validation. IEC 62366, on the other
hand, focuses on usability engineering and ensuring
that medical devices are designed with the user’s needs
and capabilities in mind. The integration of these
standards bridges the gap between software
functionality and user experience.
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Conclusion

IEC 62304 sets a rigorous standard for developing safe and
effective medical device software. By following the guidelines
and practices outlined in this standard, developers can ensure
that their software meets the highest standards of quality, safety,
and effectiveness. Embracing IEC 62304 is not just a regulatory
requirement, but a commitment to delivering medical devices
that improve patient outcomes and enhance the practice of
modern medicine.

Remember, medical device software development is a
collaborative effort that requires expertise in software
engineering, medical domain knowledge, and regulatory
compliance. By adhering to IEC 62304 and continuously
improving software development processes, we can drive
innovation while ensuring patient safety remains the top priority.
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How Jama Software® can help with accelerating
innovation and adhering to regulations

Jama Connect® for Medical Device Development helps medical device teams reduce the effort required to achieve
regulatory compliance throughout the development process — enabling teams to manage design controls for device
requirements and related risks and simplify regulatory submissions and audit preparations while accelerating time to
market. With Jama Connect, you'll be able to:

« Easily demonstrate traceability. Live Traceability™ ensures that design inputs have been met and verified,
providing necessary evidence from the design control process. Jama Connect allows you to easily produce
traceability documentation required by regulators.

- Design verification and validation. Seamlessly manage traceability to verifications and validations, providing
evidence to comply with government regulations and standards.

« Maintain audit trails and export data. Real-time reporting and baselining allow you to track all changes to
information within the system, including time stamps and associated users. Data is easily exported from Jama
Connect if your current process dictates storage of documentation in a quality management system.

« Manage risk analysis. Jama Connect helps teams identify and mitigate risks earlier in development, saving
teams from frustrating late-stage design changes and supporting the path to regulatory compliance.

To learn more about Jama Connect or to start a free trial, please connect with us here.
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Jama Software® is focused on maximizing innovation success in multidisciplinary engineering organizations.
Numerous firsts for humanity in fields such as fuel cells, electrification, space, software-defined vehicles, surgical
robotics, and more all rely on Jama Connect® requirements management software to minimize the risk of defects,
rework, cost overruns, and recalls. Using Jama Connect, engineering organizations can now intelligently manage
the development process by leveraging Live Traceability™ across best-of-breed tools to measurably improve
outcomes. Our rapidly growing customer base spans the automotive, medical device, life sciences, semiconductor,
aerospace & defense, industrial manufacturing, consumer electronics, financial services, and insurance industries.
To learn more, visit us at jamasoftware.com.




